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AI CONSIDERATIONS FOR MANAGEMENT LIABILITY
Over the past couple of years, artificial intelligence (AI) has dominated the headlines. Emerging AI tools 
and applications, along with the promises they offer, have challenged industry to adapt to and invest 
in new technologies. Forbes reports that “[g]enerative artificial intelligence … took the world by storm 
in 2023 and quickly moved from a futuristic business goal into a necessity for any company hoping to 
compete in 2024.”1 AI technology has developed at a rapid pace, and businesses have raced to adopt 
AI for a variety of purposes, including increased productivity, enhanced decision-making, cost savings, 
and other business efficiencies. The speed with which AI is evolving, and its rapid penetration of various 
aspects of the economy, are notable. According to Goldman Sachs, “[t]he promise of generative AI 
technology to transform companies, industries, and societies is leading tech giants and beyond to spend 
an estimated ~$1tn on capex in coming years, including significant investments in data centers, chips, 
other AI infrastructure, and the power grid.”2 Further, the International Data Corporation estimates that 
worldwide spending on AI will more than double by 2028, when it is expected to reach $632 billion.3 
As we settle into the “AI Everywhere Era,”4 key questions for insurance professionals include how the 
insurance industry is evolving to address AI exposures, and how insurance can help manage AI risk.  
This article will approach these questions through the lens of management liability.

D&O Exposures
AI related liability for directors and officers includes regulatory actions, third party lawsuits, and claims 
brought against a company by its shareholders (derivative actions). To date, regulatory actions, as 
well as AI-related corporate and securities litigation, have tended to focus on “AI washing,” i.e., the 
exaggeration of a company’s AI capabilities or prospects, along with other AI-related disclosure issues. 
The U.S. Securities and Exchange Commission (SEC) recently charged two investment advisers with 
making false and misleading statements about their use of AI, and the firms agreed to pay $400,000 in 
total civil penalties.5 In recent AI-related securities lawsuits, plaintiffs have alleged false and misleading 
statements regarding a company’s use of AI.6 In the context of derivative actions, shareholders 
of a company might initiate a lawsuit alleging harm to the company resulting from the misuse or 
mismanagement of AI by the company’s directors or officers. Such suits are ripe for a coverage 
determination by a D&O carrier.

Looking ahead, industry veteran, author of The D&O Diary blog, and Executive Vice President at 
RT Specialty, Kevin LaCroix, anticipates an uptick in AI related corporate and securities litigation that 
goes beyond a company’s alleged misrepresentation of its AI capabilities or prospects, to include a 
company’s misrepresentation of its AI related risks, such as “allegations relating to AI misuse, the faulty 
deployment of AI tools, or the failure to adapt to or address the competitive urgency of AI 
development.”7 LaCroix also anticipates that litigants will “seek to hold corporate managers and their 
employers accountable for the failure to avoid, in the deployment of AI tools, discrimination, privacy and 
IP violations, or consumer fraud.”8

As the law governing AI arguably lags behind the technological progress of AI, businesses are well 
advised to focus on the responsible use of AI within existing regulatory frameworks. Agents and brokers 
can expect D&O underwriters to ask, with increasing frequency, questions about how a company is using 
AI in its operations, to what extent and how executives are providing oversight with respect to AI, and 
what disclosures are being made about a company’s use of AI.

https://rtspecialty.com/find-a-broker/?proexec


CONTACT
RT ProExec
rtproexecinfo@rtspecialty.com

Or contact your local RT ProExec
broker at rtspecialty.com

RTSPECIALTY.COM | 2

EPL Exposures
Currently, the most significant AI related liability theory in the employment practices context is 
discrimination. AI-driven human resources tools have been employed for talent acquisition, performance 
monitoring, workflow optimization, training, and more. Résumé scanners have been used to prioritize 
certain applicants according to keywords in application documents. Video interviewing software has 
been used to evaluate candidates, and other AI tools have been adopted to screen applicants. A 
concern with such AI tools is the potential for discrimination or bias, based on a flawed algorithm. In 
one of the first lawsuits of its kind, cloud-based enterprise resource planning software vendor Workday 
is facing allegations that its algorithm-based screening tools discriminated against job seekers age 
40 or over.9 Another potential source of employment practices liability introduced by AI is the invasion 
of an employee’s privacy. Given the breadth of employee data accessible to Human Resources and 
other company personnel, proper training on the appropriate use of AI technology is important to guard 
against the unintentional disclosure of private information, potentially in violation of state and/or federal 
privacy laws.10

At the time of this writing, there is no federal regulatory framework addressing the use of AI in the 
employment process. Some states and local governments have implemented their own initiatives, but 
a lack of clarity and consensus leaves many businesses – especially those with operations in multiple 
jurisdictions – without crucial guidance as to the legal standards applicable to AI in the employment 
context. As the use of AI for employment related functions increases, agents and brokers can expect EPL 
underwriters to ask questions about how a company is using AI in the employment process, and what 
controls are in place to guard against discrimination, invasion of privacy, and other employment related 
exposures.

Additional AI Coverage Considerations
Intellectual Property
The ability of AI to generate text, images, and video has implications for intellectual property liability. 
For example, a recent copyright infringement lawsuit brought against ChatGPT parent OpenAI by The 
New York Times alleges that ChatGPT sometimes shares portions of Times articles verbatim or shares 
key parts of its content.9 The lawsuit also alleges that ChatGPT “hallucinates” articles, inaccurately 
attributing information to the Times. In addition to alleging violation of copyright law, the Times 
has alleged that ChatGPT’s activity undermines the publication’s business model, which relies on 
subscriptions and ad revenue.

It is an important fact that Generative Artificial Intelligence, or GenAI, tools are often trained on 
copyrighted material. When companies use GenAI, there is a real possibility that the sourced material 
infringes upon a held copyright. Academics, legal experts, and professionals are currently exploring 
whether and to what extent the use of copyrighted works to train GenAI models constitutes “fair use” 
under U.S. copyright law.10 While this inquiry is primarily focused on intellectual property liability, how  
it is resolved may have implications for management liability policyholders. Most D&O policies contain 
an intellectual property liability exclusion, but the wording of this exclusion is not always absolute.  
Some D&O carriers offer terms with an entity-only “IP” exclusion, or offer terms with a version of  
the IP exclusion with A-Side and/or derivative action carvebacks.

It is not yet clear what the intersection of AI, intellectual property liability, and D&O coverage will mean 
for management liability insureds. Regardless, companies relying on GenAI tools should manage their 
risk by closely monitoring their data sourcing protocols and implementing AI related risk mitigation 
strategies.

Data Privacy and Security
AI tools have the potential to improve efficiency, generate content, and support decision-making. Its 
applications and uses are growing by the day, across a myriad of industry sectors. However, data privacy 
and security are a challenge for companies engaging with and employing AI technology. Morgan Stanley 
notes that “[a]s AI evolves, concerns about data privacy and risk management for both individuals and 
businesses continue to grow.”11 Morgan Stanley also notes that cybercriminals are using AI to carry out 
a variety of sophisticated attacks, from data poisoning to deepfakes.12 Cyber coverage is beyond the 
scope of this article, but should be considered as a risk transfer tool for businesses with AI exposures. 
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However, while some Cyber policies may cover certain AI related losses (e.g., data breaches, business 
interruption resulting from AI-powered systems), Cyber coverage does not address the full spectrum of 
risks to a business that are associated with AI.

Returning to the management liability context, most D&O carriers do not intend for their policies to 
respond to data and privacy security related losses. That said, there might be narrow avenues for 
coverage found in a D&O policy, the most likely of which is a derivative action alleging mismanagement 
of data privacy and security, resulting in loss to the company.

Closing Thoughts
Management liability coverage for AI related risks is complicated given the novelty of AI, the wide range 
of loss scenarios that can occur, lagging regulatory and legislative frameworks to address AI, an absence  
of strong actuarial data to inform coverage considerations, among other factors. Most management 
liability policies are currently silent on AI, and whether coverage is available for a particular matter will 
depend on the circumstances of the loss and the in-force policy terms and conditions in question. It is 
not unprecedented for the insurance industry to play catch-up to new risks; this is likely what we will 
see with respect to AI. However, as reported by IRMI (Artificial Intelligence in Specialty Lines), at least 
one management liability insurance carrier may already be aiming to exclude “any actual or alleged use, 
deployment or development of Artificial Intelligence” from its D&O, EPL and/or Fiduciary coverage(s). 
If this trend continues, evaluating AI exclusionary language will become a necessary step for any 
management liability agent or broker. 

For now, agents and brokers should (as always) aim to truly understand their client’s exposures, and to 
the extent that these include AI risk, give consideration to how the insurance program(s) recommended 
do or do not address that risk. Further, as AI becomes increasingly mainstream, it will be important 
to review management liability terms for new AI related exclusions and restrictions. In this rapidly 
developing area, the stakes are high for all parties involved in the insurance transaction.

THE RT PROEXEC ADVANTAGE

RT ProExec is a leading specialty insurance practice focused exclusively on Executive, Professional 
and Transactional Liability. We provide cutting-edge product knowledge, innovative placement 
methodologies, and exceptional service to support retail clients and their insureds.

Why should you collaborate with us?
We help our retail partners retain existing clients, win new prospects, and grow their portfolios. 
While expert assistance from a wholesale broker can provide a notable competitive advantage 
anytime, it is particularly crucial during disrupted markets. 

RT ProExec delivers market leading scale and depth.
•  Dedicated industry verticals
•  Proprietary and exclusive products and enhancements
•  Creative problem solving
•  Robust educational resources and services
•  Claims advocacy and support
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